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1. Cybersecurity Lab

The Cybersecurity Laboratory (CS-Lab) at CISUC focuses on advancing cybersecurity
research and training. In addition to conducting cutting-edge research, CS-Lab fosters
hands-on learning through activities such as Capture the Flag (CTF) competitions and
Ethical Hacking (ETH) exercises.

Further information is available on the CS-Lab website, available at this
https://cs-lab.cisuc.uc.pt/.

2. CTF Event

We're hosting the 1° Mini Capture the Flag (CTF) competition!

Event Details:


https://cs-lab.cisuc.uc.pt/
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e What? A cybersecurity CTF challenge featuring a variety of challenges.

e When and where? The opening session is at 14:00 (February 18 2026) . The
challenge will run until 23:59 of February 19 2026.

e Who can participate? Open to all cybersecurity enthusiasts enrolled in the event.

Throughout the event, participants will face a variety of challenges, structured
across different difficulty levels and categories.

3. System Tutorial
The CTF platform can be accessed here: https://ctf.cs-lab.cisuc.uc.pt/

CSLAB CTF Events

The Cybersecurity Laboratory (CS-Lab) @ CISUC at DEl is hosting a Mini CTF! = o=

dl = 5 I |

Access Challenges VPN Details and VM IPs Visit CSLab

Figure 1 - Homepage of MiniCTF 2026

3.1 Team details

e Each team has 2 elements.

e Each participant has already been registered. You will be provided with a
password so you can access your team dashboard (contact the organizers if you
haven't received them)

e You need to connect to the VPN to be able to solve the (remote) challenges

3.2 Challenges
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For this event we use the CTFd platform to manage the teams, users, and challenges.
You can access our CTFd system through the “Access Challenges” button in
https://ctf.cs-lab.cisuc.uc.pt/ or directly through https://ctfd.dei.uc.pt/.

Login:
e Use the credentials given to you to access the CTFd platform, as per Figure 7:

4 Ususrios Equipes Pai

Nome de usuério ou e-mail

Figure 8 - Login Page in CTFd Website

Challenges Homepage:
e After logging in, participants will be directed to the challenges homepage,

illustrated in Figure 8, where they can view the different categories of challenges
available.

Challenges

Training

CH7-CTF Training (Juice Shop)

)

Local

CH2-A file can have so much CH3-Numbers, numbers and more
information... numbers

500 500 500 750

CH1-It's a good start with cryptography CH4-Rotateit...

CH5-Is there something behind it? CHé-Corrupted File?

750 1000

Figure 9 - Challenges page in CTFd

3.3 VPN Access
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Some of the challenges in the CTF require access to (vulnerable) machines. To access them
you need to connect to the VPN. For this we use OpenVPN for our VPN configuration.
Home Teams & Lﬁ;ﬂ

Authentication - Team 1

Password:

« Back

Figure 2 - Team 1 dashboard authentication

To access configurations file for your team, it's necessary to log in the platform (using the
credentials given to you): https://ctf.cs-lab.cisuc.uc.pt/

And download the connection files for your team user (use different configurations for each
user):

Team 1 - Morpheus

Challenge IPs:
VM Name IP Address
LLM challenge 192.01.2
CTF Training (Juice Shop) 192.11.2
Module 1-Hidden backdoor 192113
CSLab-IRC Gateway Breach 192114
CSLab-CMS: Misconfigured WordPress 192115
CSLab-Portal: Compromised Intranet 19211.6
Download User Files
User 1 User 2
[ Download Files { Download Files J

Figure 3 - Team dashboard example, with VM’s IP machines and VPN files.
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NOTE: Do not perform any modifications on these files, any change may cause connectivity
issues.

T 3B team-1-1_files.zip .
Name Size Date Modified

¢ team-1-T.ovpn 7.5 KB 2025-04-26 09:02:04

B team-1-1-add_routessh 1TKE 2025-04-26 09:02:04

Figure 4 - ZIP containing VPN related files

The OpenVPN configuration files for each team and user will follow the format:

team-X-userY.ovpn

X represents the team number.
userY represents the user number within that team.

e *add_routes.sh: an auxiliary file to setup the routing, for your team to have access to the
required resources.

(It might be necessary to give execution rights to *add_routes.sh)

You can find additional instructions on how to configure OpenVPN in your system in
Section 4 of this document.

3.4 Flag Format

The flags will follow the pattern: flag{XXXX-YYYY-XYXY-XYXY}.

e Xrepresents an uppercase letter.
e Y represents a number.

3.5 Challenge Categories

For this CTF competition, the challenges are divided into categories to help with
organization and learning. We have the Training Challenges, which are for beginners
and teach the basics (this does not count for points). Then there are the Local
Challenges, which are a little more difficult and involve analyzing texts to find the
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answers. LLM Challenges are a novelty, focused on interacting with artificial
intelligence language models. Each category has a different objective and level of
difficulty. Finally, the Remote Challenges are the most complex, where you must find
vulnerabilities in online systems.

3.5.1 Training Challenges

e Introductory challenges are designed to familiarize participants with the basic
concepts of the CTF.

e Focused on teaching essential techniques and tools.

e The environment of Juice Shop is available on the website, whose IP address is
available in the Team Dashboard.

CH7-CTF Training (Juice
Shop)

0

To connect: <chX_vm_ip>:3000 CTF Training (Juice Shop)

¥ Unlock Hint for 250 points
Use the tutorial

& JuiceShop ...

Bandeira

Figure 10 - Challenge information with Challenge Type, Description, Files and Flag Submission

3.5.2 Local Challenges

® Challenges with an accessible level of difficulty, which involve analyzing texts
and performing specific actions to obtain flags.

® By solving these challenges, teams earn points that can be used to get hints in
more difficult challenges.

® For these challenges, users are given a description text and must do what is
described to get the flag and solve the challenge.
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Local

. CH2-A file can have so much CH3-Numbers, numbers and more 5
CH1-It's a good start with cryptography —— — CH4-Rotate it...

500 750
500 500

CH5-Is there something behind it? CHé6-Corrupted File?

750 1000

Figure 11 - Example of old local challenges

Desafio

CH1-It's a good start
with cryptography
500
Text: "QINMQUI7QIRTMZYOX0IzX1VzM2ZVbHO="

¥ Unlock Hint for 250 points
Baseé4 is a good method to encrypt things.

Bandeira

Figure 12 - Local challenges always give you the flag in some way.

3.53 LLM Challenges

e Challenges involving interaction with large language models (LLMs). These
challenges may require the use of prompt engineering techniques and the
analysis of responses generated by LLMs.

® For these challenges, the LLM's machine IP can be found on the team's dashboard

at https://ctf.cs-lab.cisuc.uc.pt/ , and the port number is provided in the CTF

challenge description.
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Desafio

CH11-Extract the LLM's
System Prompt

500

To connect: <chX_vm_ip>:8080 Create effective prompts
that make the LLM reveal its system prompt

» Unlock Hint for 250 points

Bandeira

Figure 13 - LLM challenge information.

Team 1 Dashboard

Challenge IPs:
VM Name IP Address
LLM challenge

CTF Training (Juice shop)

Module 1-Hidden backdoor
CSlLab-IRC Gateway Breach
CSLab-CMS: Misconfigured WordPress

CSlLab-Portal: Compromised Intranet

Figure 14 - Team dashboard example highlighting LLM challenge

3.5.4 Remote Challenges

® Challenges with a higher level of difficulty, which involve exploiting
vulnerabilities in remote systems. The environment to access such systems is
only available through VPN.

® Section 4 contains details on how to connect to the VPN, which will provide
access to the VMs of this challenge.

® To access the advanced challenge IPs, you need to check your team dashboard,
where all the IPs are listed — https://ctf.cs-lab.cisuc.uc.pt/
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Challenge 0 Solves

CH9-Module 2-Malicious
proxy via IMAP

1500

Same machine as module 1, port 8082.

Zerodium's internal testing environment includes a legacy
webmail service meant to help developers debug IMAP
connections. Unfortunately, a misconfigured version of
the service using the IMAP extension is running with
insufficient sanitization.

As part of your investigation into the test environment
breach, you must exploit this flaw and retrieve the hidden
flag. As an example, the following request can execute
'echo '1234567890'>/tmp/test0001' inside the system:

hostname=x+-
oProxyCommand%3decho%09ZWNobyAnMTIzZNDU2Nz
g5MCc%2bL3RtcC90ZXNOMDAWMQo0%3d|base64%09
-d|sh}&username=111&password=222

» Unlock Hint for 250 points

Flag

Figure 15 - Old information about a dynamic challenge, providing information for connection.

Team 1 Dashboard

¥ hiklies

Download User Files

Usai 1

Wkt 2

Figure 16 - Team dashboard example highlighting dynamic challenges
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4. VPN Configuration

To dive headfirst into our CTF challenge and make the most of the tools and techniques we'll
be exploring, you'll need to prepare your environment.

Although some tasks can be carried out on other systems, experience and compatibility with
security tools make Linux, and in particular distributions such as Kali Linux, highly
recommended. These platforms offer a wide range of pre-installed tools and a flexible
environment for the pentest and analysis activities you'll find in the CTF.

To help you with this configuration process, we've prepared a video tutorial that will guide you

through installing Kali Linux on a virtual machine. This is an excellent way to try out Kali Linux
without changing your main operating system.

Kali Linux Installation Video Tutorial:

Install KALI Linux on Virtualbox

4.1 MACOS
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In MACOS there are several approaches to configure the VPN. This section documents two
approaches, using the command line via brew, or using a graphical tool like TunnelBlick.
NOTE: Choose the approach that works better for you (brew), or Tunnelblick.

4.1.1 Command line with homebrew
The easiest way is through homebrew (without MacOS M2 have had some issues in

connecting). If you don't have it installed visit the site: https://brew.sh/ and follow the
instructions.

Installation steps:
1. Open a terminal and issue the following command:

brew install openvpn

2. After the successful installation of openvpn, you can do the connection at command
line using the following command (this is an example, for team-1 user 1):

sudo openvpn --config team-1-1.ovpn

3. The VPN is established with success, but it will block the current terminal, so if you
require the terminal you need to open a new one.

4.1.2 Tunnelblick

Tunnelblick is available at https://tunnelblick.net/

Tunnelblick free software for OpenVPN on macOS

Steps for installation:
1. Download the stable version and provide the required permissions.
2. After installation, in Finder do a right click with the mouse to associate the ovpn
configuration file with Tunnelblick, as shown in Figure 4 .
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| B team-1-1.09 ) R

Open

Open With > |

Move to Bin Tunnelblick.app
Get Info App Store...
Rename Other...

Figure 5 - Configuration of ovpn file in Tunnelblick

3. Click Install, the configuration file comes from a trusted source, as shown Figure 5.

A

Tunnelblick

One or more VPN configurations that are
being installed include programs which
will run as root when you connect to a

VPN. These programs are part of the
configuration and are not part of the

Tunnelblick application. They are able to
TAKE COMPLETE CONTROL OF YOUR

COMPUTER.

YOU SHOULD NOT INSTALL THESE
CONFIGURATIONS UNLESS YOU TRUST
THEIR AUTHOR.

Do you trust the author of the
configurations and wish to install them?

Cancel Install
S
Figure 6 - Confirm installation (ovpn file comes from a trusted source)

4. You need to provide password, since privileged access is required to run the VPN (new
communication interfaces are installed).
5. The VPN connection can be established, using the icon in the menu bar, as shown in

Figure 6.
0O & 1§
/F
VPN Details...
B cornect a1 |8
S Quit Tunnelblick [

Figure 7 - Menu bar option to establish the VPN connection
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A successful connection will show modify the icon in the menu bar (all black) and will provide
information of the established connection.

4.2 Linux

The easiest way to configure the VPN on a Linux box, is using OpenVPN software.

The installation steps are:
1. Install the openvpn using the package manager of your Linux distribution (the
instructions assume a Debian-based distribution like Ubuntu, kali, ...)

sudo apt install openvpn

2. Accept the requested/suggested packages for installation.
3. To establish the VPN use the following command (this is an example, for team-1 user 1)::

sudo openvpn --config team-1-1.ovpn

4. The VPN is established with success, but it will block the current terminal, so if you
require the terminal you need to open a new one.

4.3 Windows

NOTE: Windows users need to install a virtual machine with Linux and use the steps
to configure OpenVPN in Linux.
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